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What is wireless measurement

• Sensors: Collect raw data, such as sound, FM, LoRa, cellular signal

• Analog-to-digital converter: Converts the raw data to a digital 
format if needed.

• Key feature capture: FFT, demodulation.

• Further analysis: Packet decoding, decryption...

Using sensors to collect analog signal and process with 
program to capture key information in the signal
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What is SDR

• Software-defined radio (SDR) is a radio communication 
system who uses software to implement components which is 
conventionally implemented by analog hardware.
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Collecting Wireless Data in the field is not easy...
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Design program in lab Bring a laptop with SDR and 

Drive/Walk around to collect data



What if...

Connect SDR to laptop Connect SDR to Phone



So that...

Design program in lab Bring a phone with SDR and 

Drive/Walk around to collect data



What if...
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MobileSDR Goal
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Developing a crowdsourced platform

oResearchers design programs in the lab and publish them on 
the platform

oUsers download tasks to their phones and gather data via SDR

oUsers then upload the collected data to the platform, making 
it available for everyone

Separate wireless data collection from program design



MobileSDR architecture
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Broker

1. Send Experiment Flowgraph
This will create Flowgraph using 
Gnuradio and send design in 
XML format

2. Assign experiment to Mobile SDR
Broker ensures experiments complies

with SDR's policy and runs on
SDRs with enough resources

3. Filter and Send Samples
Mobile SDR captures samples 

filters  locally and sends samples 
over WiFi/Cellular network

Cloud

Signal Processor

4. Store & Return signal to user
The rest of signal processing will 

run in the cloud and
an API will return samples



To achieve this Goal we need to..
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Easy for endpoints to collect data and join the ecosystem

Ensure program security running on endpoint's device

Ensure data integrity

Save battery on the phone
 

Go through limited computation resource on the phone
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Ensure program security running on endpoint

Use domain specific language to restrict what researchers 
can run on the platform while providing enough flexibility

A domain-specific language (DSL) is a computer language specialized 
to a particular application domain.



Only allow sending XML file instead of binary

Mako template



Architecture on the endpoint side



Access control



To achieve this Goal we need to..

17

Easy for endpoints to collect data and join the ecosystem
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Broker automatically sign tasks to endpoint

Broker in the middle control task assignment



Configuration file

Experiment configuration Endpoint configuration

X



Metadata



MobileSDR demo with MIB/SIB decoder



Thanks for your attention



To achieve this Goal we need to..
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Easy for endpoints to collect data

Cross compile SDR's framework on the phone

Allow SDR connected with portable devices (Android phone) 
to collect data

1. Cross compile with Android 
environment on Linux:

2. Compile on Termux:



To achieve this Goal we need to..
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Duty Cycle



To achieve this Goal we need to..
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Easy for endpoints to collect data and join the ecosystem

Ensure program security running on endpoint's device

Ensure data integrity

Save battery on the phone
 

Go through limited computation resource on the phone



Go through computation limitation on the phone



Load tasks on different devices



USB port

Internet

Internet

Load tasks on different devices
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