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Overview

● About me:
● Ex-CAIDA, PhD in CS from U of Oregon (home of RouteViews)
● Open-source maintainer for BGPKIT
● Cloudflare engineer working on public side of Cloudflare Radar
● Contact

● mingwei@cloudflare.com (for Cloudflare-related)
● mingwei@bgpkit.com (for everything else)

● Topics
● Cloudflare Radar Routing section
● Building BGP data pipelines with Rust

mailto:mingwei@cloudflare.com
mailto:mingwei@bgpkit.com


Cloudflare Radar for Routing Info
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Cloudflare Radar

● Hub for Internet traffic, attack, and technology trends and insights
● Freely available, intended to be as open as possible
● All data and charts shown on the website can be consumed from also 

freely available public APIs

https://radar.cloudflare.com/ 

https://radar.cloudflare.com/


Routing Info on Cloudflare Radar

● Routing statistics
● RPKI deployment
● Hijacks and leaks
● Announced address space

● both v4 and v6 overtime
● AS-level connectivity
● All extracted from public BGP data and a 

few other open datasets









Cloudflare Radar API

● https://developers.cloudflare.com/api/resources/radar/ 
● /BGP is where I live

● Hijacks
● Leaks
● IP space
● Prefix-to-asn mapping
● MOASes
● …

https://developers.cloudflare.com/api/resources/radar/


Accessing Cloudflare Radar API



BGPKIT for BGP Data Pipelines



github.com/bgpkit

● Rust-based BGP data tools 
and SDKs

● Build pipelines by writing 
“simplerˮ Rust code
● Hijack detection
● Leak detection
● Routing data extraction

● MIT-license for all code and 
data



Live coding Example: find all prefixes originated by AS400644

● Goal:
● Examine all BGP announcements originated by AS400644
● Print all unique prefixes during 20250101
● Restrict to a single collector
● As fast as possible



Example: find all prefixes originated by AS400644 in 20250101



Example: find all prefixes originated by AS400644 in 20250101



Example: find all prefixes originated by AS400644 in 20250101

● 35 lines of code
● Concurrent parsing using all available cores



bgpkit-parser

● BGP/MRT/BMP message parser
● Parsing BGP raw bytes
● Decoding and encoding MRT files for RIB dumps and updates
● Handles remote/local raw/compressed files seamlessly



bgpkit-parser

● Continuously adding supports for relevant RFCs
● https://github.com/bgpkit/bgpkit-parser/tree/main?tab=readme-ov-

file#rfcs-support
● Recent ones includes

● ASPA
● RFC9234: only-to-customer
● BMP Adj-RIBOut and Local RIB
● BGP extended and large communities

https://github.com/bgpkit/bgpkit-parser/tree/main?tab=readme-ov-file#rfcs-support
https://github.com/bgpkit/bgpkit-parser/tree/main?tab=readme-ov-file#rfcs-support


bgpkit-parser

● Support processing live-streams
● Support BMP streams, raw BMP or openBMP RouteViews Kafka)
● Support RISLive websocket stream
● Asynchronous or synchronous

● Exporting back to MRT files
● Parse, filter, or construct BGP messages
● Exporting selected messages back to MRT files



bgpkit-broker

● Fetch and index meta data for public MRT archives
● RouteViews and RIPE RIS
● Timestamps, collector, type, URL, rough size, data delay

● Rust, Python SDK
● RESTful API
● “What RIB dump/updates files are available between time A and B?ˮ



bgpkit-broker

● “Whatʼs the latest available files 
from all collectors?ˮ

● “Who are the peers of these 
collectors and how many prefixes 
do they see?ˮ

● https://status.broker.bgpkit.com/ 
● https://api.bgpkit.com/ 

https://status.broker.bgpkit.com/
https://api.bgpkit.com/


BGP Event Analysis with monocle

https://github.com/bgpkit/monocle 

https://github.com/bgpkit/monocle

