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Negative 
Geolocation
•Use RTT from known vantage 
points to prove where a router 
cannot be

•Determine which countries a 
router cannot be in

•Only consider paths not starting or 
ending in a country



Data
•CAIDA ITDK (Feb 2024)
• Traceroutes over two weeks

• RTT measurements

• Hoiho geolocation

• AS2Org

•Additional geolocation for destination from the 
MaxMind GeoLite Country database

•Natural Earth data for country borders
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Limited by MPLS, Vantage Points, & RTTs
•MPLS tunnels may hide routers

•Distribution of vantage points creates bias

•High RTT measurements weaken estimates



The US and Europe are hardest to avoid

A map of how many paths do not provably avoid a country



Censorship states are easier to avoid
Rank* Country

1 China

2 Myanmar

3 Iran

4 Cuba

5 Russia

*As reported by Freedom House’s internet freedom scores
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Censorship states are easier to avoid
Rank* Country Paths Excluded % Provably 

Avoiding this 
Country

1 China 9.84% 80.12%

2 Myanmar 0.01% 92.42% 

3 Iran 0.35% 86.49%

4 Cuba 0.01% 94.46% 

5 Russia 2.79% 65.47%

*As reported by Freedom House’s internet censorship scores



Important Geopolitical Coalitions
Name % Provably Avoiding 

Coalition

BRICS 54.41%

Five Eyes 19.19%

NATO 11.59%

Russia, China, & Iran 66.16%



Important Geopolitical Coalitions
Name % Provably Avoiding 

Coalition
Paths Excluded

BRICS 54.41% 20.43%

Five Eyes 19.19% 68.33%

NATO 11.59% 82.59%

Russia, China, & Iran 66.16% 12.84%



ASes contribute little to avoidability
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Future Work
•Incorporate techniques to handle MPLS

•Leverage additional VPs using public clouds and RIPE Atlas

•Create a system that can apply the framework in real time

•Integrate real time system with an overlay



Conclusions
•The US and Europe are the most difficult regions to provably avoid

•Current censorship countries are slightly easier to avoid

•Coalitions of countries can significantly increase difficulty to avoid
• With fewer paths to prove this

•Ases do not have a significant influence on most countries
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