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Motivation

The UCSD network telescope has been an invaluable data source for over two decades.

In 2019, UCSD-NT was reduced by 25% and got a new neighbor. A sizeable /10 prefix has
become active for the first time since its inception1.

What is the impact on the network telescope?

1Besides AMRPNet allocations
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Research questions

1. What can learn from the darknet redimensioning regarding observability?

2. How do we distinguish between interactive and non-interactive scanners?

3. To what extent do scanners actively avoid addresses formerly part of a darknet?
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RQ1 Impact on observability

How to define observability?

▶ Large-scale scanners
▶ DDoS attacks
▶ Internet outages
▶ . . .

Not just a matter of scale, locality must also be considered.
What are the effects of a “hypergiant in the backyard”?

Idea Replicate several studies on historical data before and after the redimensioning.
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RQ2 Scanner interactivity

How do scanners traverse the darknet?

To estimate scanning rate, we must consider several dimensions

▶ Horizontal (many hosts) or vertical (many ports)
▶ Linear or (pseudo)random traversal

Intuition
s interactive ⇔ time traversing dark space ≪ time traversing light space
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RQ2 Scanner interactivity
Method

Test scale and locality in isolation, evaluate the observability metric

Scale on blocks of decreasing size, e.g. /10, /12, /16, /20, /24

Locality on blocks at varying distances from the upper and lower end

Bonus If we can reply on some addresses in the telescope range, we can also measure
the effectiveness of tarpitting
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RQ3 Measuring darknet avoidance

Did/do scanners actively avoid darknets? How long did it take them to become aware of
the new perimeter?

Method

▶ We have traces from a host in 44.224.0.0/11 (AS15409, us-west-2) since Nov 2021.
▶ For each scanner identified in the darknet

1. Compute its traversal strategy
2. If linear, extrapolate the rate
3. If random, compute probability of seeing it within an interval
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